Introduction to the Active Storage mRAIL

Active Storage mRAID16 storage systems are innovative mid-range and high-end offerings that are ready to meet
your current and future storage requirements. They are designed to provide medium and large-scale enterprises
with improved storage performance, efficiency, data security, scalability, and manageability.

MRAID16 NAS Quick Configuration Guide for Windows

Before You Start |
ﬂ Overview

This document helps you quickly configure the mRAID16.
n Where to get help
You can obtain this document from the documentation CD-ROM delivered with the product or from

http://active-storage.com/documents/. You can also submit a request on our website for support and
download valuable information.

n Feedback

Your feedback is important to us. If you have any comments about this document, please submit them to
us on the Active Storage website.

AQctiyc

S T O R A G E

Copyright © Active Storage, LLC 2017. All rights reserved.



1 Introduction
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0 Users can manage and maintain the storage Q CIFS is a file system sharing protocol

system from a maintenance terminal running
the ActiveManager program developed by
Active Storage. The maintenance terminal
connects to the management network port
of the storage system.

@ File system of storage system provides (4]

file-level data storage services featuring
high performance and enhanced security.

developed by Microsoft and intended for
Windows. Through CIFS, files can be
transferred and shared between Windows
clients.

Generally, CIFS shares provided by storage
systems are public directories and can be
accessed by all authorized users. If you
want to set a private directory, enable
Homedir so that each user can only access
the directory that share the same username
with the user.



EI} Storage system

[ T T T T T e e e e e e e e e e e e e e e = |
| I
| | |
1 1 |
1 ‘ |
@ share directories Sharename Username |
| I
I t + [
1 i ! I
____________________ e e e e o — — ————— — ——— — o —— ——
' HE
[rm— == === ——— T T T T T e B Ay
]
! H
l““"““l PP Y
i CIFS share | | Homedir shareI

_____ ~ - ———gm——-

1

1

1

1

1

1
QShare

1

1

1

1

1

1

1

O File system
|
|
|
|
|
|
|
|
|
|

€@ Storagepool

Disk domain

__Q_____.Q_________

The storage system automatically identifies all e After creating a CIFS shars, you can set different

disks. access permissions for users.

@) Disk domains are comprised of different types (@ A sharedfile system appears as a directory on a
of disks. Services of different disk domains are Windows-based client when the client accesses the
isolated from each other. CIFS share provided by a storage system.

A storage system shares its file system with a user
in CIFS Homedir mode. The shared file system
appears as a directory. The directory name is the
same as the user name. The Homedir directory can
be accessed only by this user.

9 Storage pools are created in disk domains and
comprised of RAID groups formed by disks of
different performance. Storage pools provide
logical storage space.

0 A file system can be created in a storage poolto
provide storage space for a CIFS share.



2 Data Preparation and Ope

FE DataPreparation

The CIFS is a value-added feature that requires a license. For details about how to apply for and import a license,
see the mRAID16 Installation Guide. Before operations, follow instructions in the following table to prepare data and
enter actual values in the Value column.

/\ CAUTION ® r::;«;|192.168.12%101|;-‘.-.~ [ A

This document uses example values to describe the configuration.
Replace example values with actual values during actual configuration.
The figure in the right shows the mappings of example values and actual values in the following table.

Example Value

Preparation Item Source Example Value

Maintenance terminal: Logging in to the ActiveManager

Network Default value:
Management network port IP addresses administrator 192 168.128.101 A1

User name and password for logging in to the
ActiveManager

L] NOTE

You are advised to change the default

: ) Default
password immediately after you have logged erautt user

in to the storage system for the first time and System ggmfn: A2
periodically change your password in the administrator Default password:
i:gltlsre This reduces the password leakage Admin@storage

Maintenance terminal: Creating a disk domain

Disk domain name User-defined DiskDomain000 B1
. . . . Non-Encrypting
Disk encryption type Service provider Disk B2
Number of disks forming disk domains B3 Multi-choice

Performance tier | - High-performance
High-performance tier uses SSDs. tier

Performance tier uses SAS disks. f—lscﬁss)::re Policy: SSDs:
Capacity tier uses NL-SAS disks. Hiah P Y- | Hot Spare Policy:
Service provider 9 o o Performance tier
Capacity tier S
) SAS disks:
(NL-SAS): 16 Hot Spare Policy:
Hot Spare Policy: ot Spare Folicy:
High o1 Capacity tier
NL-SAS disks:
Hot Spare Policy:
Maintenance terminal: Creating a storage pool
Storage pool name User-defined StoragePo00l000 C1
Usage Service provider g"e Storage C2
ervices

Storage pool owning to Disk domain Service provider | DiskDomain000 C3




Preparation Item

Source

Value

Value

Performance tier
RAID Policy:
RAID 5(4D+1P)
Capacity: 1 TB

C4 Multi-choice
o High-
performance tier
RAID Policy:
Capacity:

. . . . Capacity tier o Performance
Storage tier and capacity Service provider RAID Policy: tier
RAID 6(4D+2P) RAID Policy:
Capacity: 1 TB Capacity:
Total Storage Pool o Capacity tier
Capacity: 2 TB RAID Policy:
Capacity:
Maintenance Terminal: Creating a File System
File system name Customized FileSystem000 D1
Thin Provisioning
After thin provisioning is enabled, the storage system Service provider Enable D2
will dynamically allocate storage resources on demand.
Capacity Service provider 200 GB D3
Snapshot Space Ratio Service provider 20 D4
Template Service provider User Defined D5
File System Block Size Service provider 64 KB D6
Quantity Service provider 1 D7
Owning storage pool Service provider StoragePool000 D8
Maintenance Terminal: Setting CIFS Service Parameters
CIFS Services Service provider Enable E1
Authentication Mode
Local authentication: Applies to scenarios where a local
authentication user or user group accesses a CIFS
share in a non-domain environment
Domain authentication: Applies to scenarios where a Service provider Global authentication E2
domain user or user group accesses a CIFS share in
an AD domain.
Global authentication: Local authentication is used first.
If local authentication fails, domain authentication is
used.
Performance Settings
Notify: Notify: After this parameter is enabled, a client's
operations on a directory, such as adding a sub-
directory, adding a new file, modifying the directory, ]
and modifying a file, can be sensed by other clients n . Notify: Enable
that are accessing this directory or the parent directory Service providen Oplock: Enable =9
of this directory through automatic display refreshing.
Oplock: a mechanism that improves client access
efficiency. After this mechanism is enabled, files are
cached locally before being sent to shared storage.
Security Settings
Guest: After the guest service is enabled, users can
access shared directories without providing Service provider Disable E3

usernames or password. Besides, users have the
same permission as the Everyone group.




Preparation Item Source Example Value
Access Settings
After ABSE (Access based share enumeration)
has been enabled, when user view the CIFS share Service provider Disable E4
information, only the CIFS shares that the user has
permission to access displays.
Signature Settings
Signature: This function is available when clients adopt
SMB1.0. After this option is selected, the system
supports the signature function.
Signature enforcement: After this option is selected,
client must adopt the signature function. .
! . PR SR U Signature: Enable
Service provider Signature enforcement: E4
Enable
If the signature function is disabled, the
storage system may encounter man-in-the-
middle (MITM) attacks, resulting in security
risks.
Maintenance Terminal: Creating a CIFS Share
File system Service provider FileSystem000 E5
CIFS share name Service provider share01 E6
CA
Used for SMB3.0 continuous availability, only applied Service provider Disable E7
to the share for Hyper-V.
Maintenance Terminal: Setting Homedir Share
Homedir
In Homedir share mode, a file system is shared to a
specific user as an exclusive directory. The user can Service provider Enable F1
only view and access the exclusive directory
named after its user name.
File system
File system for which Homedir is enabled. SRR ATDEED FlEyEEmy 2
Maintenance Terminal: Adding a Storage System to an AD Domain
Svstem User name: admin
Domain Administrator Username and Password adm?/nistrator Password: G1
Admin@123456
. System .
Full Domain Name T domain.com G2
administrator
o . System _ _ _
Organization Unit 7 ou=xxx,dc=abc,dc=com G3
administrator
System Name Sygtem storage1 G4
administrator
. System .
Overwrite System Name 7 Disable G5
administrator
Maintenance Terminal: Creating a Local Authentication User Group
User group name Service provider Usergroup H1

Maintenance Terminal: Creating a Local Authentication User




Preparation Item Source Example Value
User name and password used for logging in to a
CIFS share
The password validity period of a file system's .
C . . . User name: cifsuser
local authentication user is 180 days by Service provider | 5 C o Admin@123456 H2
default. Change the password in time. If a ’
password expires, the password may not be
used and services may be interrupted.
Primary group
User group to which a user belongs. Users must belong Service provider Usergroup H3
to a primary group.
Maintenance Terminal: Adding a User (User Group) That Can Be Accessed by a CIFS Share
User/User group Service provider | a Local Authentication User | |1
User Service provider cifsuser 12
Permission level Service provider Read-write 13
Maintenance Terminal: Creating a Logic Port
Name Service provider logicalip J1
IP Address Type Service provider IPv4 Address J2
IPv4 Address Service provider 192.168.29.30 J3
Subnet Mask Service provider 255.255.255.0 J4
Primary Port Service provider CTEO.L1. IOM1.P2 J5
IP Address Floating
When the primary port is disabled, the IP . .
; ’ d Enabl J6
address will be floated to another port that can Service provider navle
be used.
Failback Mode
Failback mode of the IP address: Service provider | Automatic J7
Automatic and Manual.
Active Now Service provider Enable J8
PIY Operationinstructions
Example
Before operations, learn about the meaning of icons involved in the 47 ~
1 H i H | o ——
configuration, as shown in the following table. (| G
LI Username: admin
Icon Meaning
Password: | seseccccnnee
aa Double-click 2
< Loglin Advanced »
bt 2l
Click
\
% Right-click
~ Substep1: Enter the user nameand
Input or Set password.
; Step Substep2: Click Log In.
Sl E ; NOTE
0 9 ubstep The screenshots in this manual may differ



3 Allocating Storage Space

E Logging in to the DeviceManager

5@

1

Cn

1. Enter hitps /OO XXX 8088, where
OO0 XXK XXX indicates the IP address of the
management network port. 192.168.128.101 is

used as an example.
2. Click Enter.

The site's security certificate is
not trusted!

You attampted to ach192.168.128 904, but tha saner presanted a
catificate Beued By an entity that i not tustad by your
computer's operking system. This may mean that the sorer has
GUnerated e own secuity credentiakts, which Goagla Chrame
cannot rely on for idenbty rformatian, or an stlacker may bs trying
to imercept your comrmumcations. You should not proceed,
espacially fyou hane never sen ths waming Dafos for this site

[ Back 1o aakty |
\_/
(A NOTE

The certificate message varies with
operating systems and versions of maintenance
hmunals. lmorethemssageand continue accessing
storage devices.
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Create Storage Pool X

* Name: o I StoragePool000 —C1

Description

Usage: Block Storage Service m’ll%ﬂausgtz
@ Usage is unchangeable after It i nfigured. The storage pool can be used

to create file systems only.
DlskDomalnoﬁ B% —C3

* Storage Medium: _ Please select a disk type and a RAID policy for the storage pool.
—_— — ES =

Disk Domain:

| Performance Tier (SAS)
RAID Policy: RAID 5 v  4D+1P -

@ Available Capacity

* Capacity 1 B v

| Capacity Tier (NL-SAS)

RAID Policy: RAID 6 v | 4D+2P v

Available Capacity: 10

* Capacity: 2 B v

Total Storage Pool Capacity: | 3.000 TB

Advanced

The number of RAID dfita disks of different storage pool tiers must be a multiple of 1,2, 4, or 8.

only be RAID 1(2D/4DIRAID10, RAID 3(2D+1P/4D+1P/8D+1P), RAID
5(2D+1P/4D+1P/8D+1fP), RAID 50((2D+1P)x2/(4D+1P)x2/(8D+1P)x2), RAID

After the storage pool |Icreated. the RAID policy of a new storage tier of the storage pool can
6(2D+2P/4D+2P/8D+2[f/16D+2P)

D cancel Hel
(5 ) ;

To create storage tiers, see the actual value from C4
in your data preparation table. The figure above takes
performance tier and capacity tier creations as an
example.

L] NOTE

Keep the default values for RAID Policy.

Execution Result X

Operation State Cause And Suggestion ¥

@ Succeeded 5

Create storage pool ...

1M v Entries 1, Selected 0

El Creating a filesystem

raate Fie Systam %

o} >

Creste Disk Dormain Create Storape Pool | -

Create LUN Creane LUN Group
Sgeiospruati] D

Create Host Creste Host Oroup

b

Create Share

w
109le NIapping Veew

Create File System

* Name:

o IFiIeSystemOOU —_—

Description:

D2

Thin Provisioning: e

achieving on-demand allocation.

~
D]

If thin provisioning is enabled, the storage system dynamically
allocates storage capacity to file systems based on the actual
capacity used by hosts instead of allocating a preset capacity,

Capacity: 200 GB v

——D3

Use all of the free capacity of the owningSia

D4 : ©otwso

* Snapshot Space Ratio (a‘ 20

ae flool

Template: User Defined D5 >~ @ %
* File System Block Size: s¢ake —— D6 ~ @
* Quantity 1 D7

When creating multiple file systems, the storage

distinguish between file systems.

Owning Storage Pool StorageP00l000

Free Capacity2.000 TB

A maximum of 100 file systems can be created at one time.

system

automatically adds a suffix number to each file system name tc

D8 @~ P

Timing Snapshot Policy Advanced
<| | »
e I OK I%Cancel Help

Execution Result

Operation State

Create File System ... @ succeeded

Entries 1, Selected 0

Cause And Suggestion v

v




Setting CIFS Service Parameters

<

Settings

Storage Settings

Manage hlock storage service, file storage

setvice and value-added service.

Croate £ Systom

Create Storage Pool | -

b n N

(Create Disk Domain

Croats LUN Croate LUN Group

Create Host Create Host Group

-

NFG Share

rTv Share

Cnm mnmm) View

® Active Storage > Settings

0|\ Storage Service

NFS Service
o—18
FTP Service

HTTP Service

DNS Service

Domain authentcation
NDMP Settings

Value-added Service Settings

J Setthe CIFS service parameters.

CIFS Service

e 0_

CIFS Service e
Enam%

Guest @

ABSE @

Access Setungs

Signature Setting  Signature @
/| Signature enforcemeft @

Homedir

Enatle @

2uota Tree

E7

oD

E1
%_ E2

—E3

&—E4

Success

Q Operation succeeded.

If creating an CIFS Sharemmmms) 3f Creating an

CIFS Share

If creating a Homedir Share - 3g Creating a

Homedir Share

Set Permissions

permission for accessing the CIFS share. Whatis an AD domain?

Users/User Groups
Name Type

No data

Entries 0, Selected 0

Add

Create CIFS Share Wizard:Step 4-1 X
Set CIFS
Select the CIFS share path and set the share name.
Click the browse button to select the file system that you want to share. If you want to share

a quota tree, select a file system and its quota tree. A quota tree is a first-level subdirectory

of a file system.
* File System: FileSystem000 —— E50D %

Quota Tree

Share Path JFileSystem000/

~

* Share Name elsnarem E6 I o ——

Description:

Oplock | Enable Q E7

Notify | Enable @

Offline Cache Mode: Manual v O

CA: [ ] Enable @

Security Restriction Enable @

ABE [ ] Enable @

Audit Log Enable

oue Cancel Help | »

Create CIFS Share Wizard:Step 4-2 b 4

Assign the local authentication user/user group or domain user/user group the

Permission Level

Remove




Create CIFS Share Wizard:Step 4-3

Summary
@ Confirm your seftings of the CIFS share to be created

Share Path FileSystem000/
Share Name: share01
Description:

Oplock: Enable

Notify Enable

Offline Cache Mode: Manual

CA Disabled

Security Restriction: Disabled
Users/User Groups: ) Share with 0 users/user groups
ABE Disabled

Audit Log: Disabled

Previous Cancel Help

»

xX

EY| Creating a HomedirShare

-2 2= =
Bar 5 === Seftings =

@ == Storage Settings

Manage hlock storage service, file storage
service and value-added service.

@
%

g

Create CIFS Share Wizard:Step 4-4

Execution Result

Succeeded in creating the CIFS share.

@ Create CIFS share share01

>

® Active Storage > Settings > Storage Se

Block Storage Service

J Setthe CIFS senvice parameters

CIFS Service
NFS Service CIFS Service  Enadie
e
FTP Service Performance Seings = Nowty @
7 Opiock @
HTTP Service
ecurity Sefiings Guest @
DNS Service
AssE @
Domain authenticaton = = -

NDMP Semings ~ Signature enforcement @

Value-added Service Settings

dle

=

ystem  FlleSystem00
Tree Clear

F2

o d

Success

O Operation succeeded.

If the CIFS is applied to a domain environment

mmmm) 4 Adding a Storage System to an AD Domain
If the CIFS is applied to a non-domain environment
mmmm) 5 Creating a Local Authentication User (Group)



4 Adding a Storage Sys Local Authentication User Group X

AD Domain

® A > Settings > Storage Settings

* User Group Name: I Usergroup H1

Description:
Block Storage Service
AD Domain Settings

IF"e Storage Service I % Active Directory (AD) is a directory service for Windows Standard Server, Windd

How do | configure an AD domain?
o File Service Settings

* Domain Administrator Username:} admin — G1
NFS Service * Password: | eeeeseseene —_— G 1 Cancel Help
CIFS Service e U/

* Full Domain Name: domain.com 7G2 e
FTP Service H

Organization Unit: ou:xxx.dc:abc.dceeon'G 3

HIIR Service * System Name: storage1 — Success X
DNS Service

Overwrite System Name: Enabl

"‘
D
2 Domain authentication J' > After this option is selected, the system|

system name is affected.

NDMP Settings Domain Status: Exited domain
Value-added Service Settings el Join Domain a%,‘mg,mm Q Operation succeeded.

Success X

O Operation succeeded.

Y Creating a Local Authentication User

,ODB\IALKHQHT\CBUOH User

Local Authentication User Group User Mapping

lete Properties More « Refresh
[]| Name Status Primary Group
Creating a Local Authentication
User Group -
Local Authentication User X
- User Authentication
o - ooy Create and manage local authentication users| gy * |Username: cifsuser —_— H2
e [ ] [ 1] and user groups to access shared storage [
b st resources g
N— - * Passwaord: o sscsscsee H2 -

=
- * Confirm Password: | eeeseeses H2

a8

H3 @ L]0

[t Secondary Group: Q

* Primary Group: Usergroup

<)

Provisioning

s Description:

® Active Storage > Provisioning

Iur al Authentication User cal Authentication U Iser ”"”MI

Create . . Refresh e Cancel Help

Name -
Nocata
L] NOTE
The password validity period of a file system's local
authentication user is 180 days by default. Change
Local Authentication Uo I Local Authentication User Group %Jser Mapping the password in time. If a password expires, the
% password may not be used and services may be
Create elete Properties Refresh .
e interrupted.
m - Entries 0, Selected 0




Success x
Q Operation succeeded.
° [} &
- o Share &
Cl < After file systems are created, you can use the B
- NFS, CIFS and FTP file sharing services to -

Bocn e wre enable clients to access storage resources. 0 % &
) ‘B ——— &

& == |

2]
® .| Provisioning| "™
- @
o
=== @
oo

® STORAGE-DEVICE45 > Provisioning > Share

Q Currently, the CIFS share service is Enabled . You can click Parameter Settings to modify the settings.

Create Delete Properties Refresh

/| | Share Name Share Path

share01 % [FileSystem000/

n v 1 Entries, 1 Selected

Users/User Groups Accessible IP Address/Address Segment File Name Extension Filtering

3 Add %emuve Properties

Name Type

Add User X
MName Search
[/]| Name D Status Primary Group M
cifsuser |2 100000 Normal Usergroup =
&
17 v Entries 1, Selected 1
O =8 -
Add User/User Group X
UserlUser Group: || oo authentication user | v Create
Name: Find
cifsuser ;l Remove
Permission Level:  Read and writt —— |3 D@E
Cancel Help

Add User/User Group X

User/User Group: Local authentication user Create

Name: 9 m%
ZI Remove

=

Permission Level: Read-only v

0K Cancel Help

L[] NOTE

In a domain, select a domain user or domain user
group in User/User Group.

Execution Result

v

Operation State Cause And Suggestion v

Add user cifsuser ° Succeeded

1M v Entries 1, Selected 0




7 Creating a Logical po

Create Logical Port X
= Name: logicalip -
* |P Address Type: ¢ |Pv4 Address IPvE Address ]
* |Py4 Address: 192168100101
= Subnet Mask: 255.255.255.0
IPv4 Gateway:
* Primary Port: CTEO.L1.I0OMOP3  Browse
Ifthe primary port fails, the port in failover
group takes over services.
1 -
IP Address Failover: Enableé J6
Failback Mode: Autamatic e D % — J7
Activate Now: eEnabl% J
Role: Service v L
4| | »
0 Ccancel Help
Success X

Q Operation succeeded.

[ o« &

wsve (N Port
| L]
M, (B st s ;
E» T g :E - L a8
i —ed
=
- e
= o
2
Create Logical Port X
~
* Name: o logicalip J1 -
= |P Address Type: ¢ |Pvd4 Address IPvB Address_J2
* |Pvd Address: 182.168.100.101 — J3
* Subnet Mask: 266.255.255.0 —— J4
IPvd Gateway:
* Primary Port e%
Ifthe primary port fails, the port in failover
group takes over services.
IP Address Failover: [/] Enable
Failhack Mode: Automatic v
Activate Now: [ Enable
Role: Service v o
v
4| | »
QK Cancel Help
1 Select Primary Port X
Port Type: Ethernetport « -
Location « | Ke Search
Locat Healt... Runn... MAC ... Warki Max.
CTED MNormal Linkd... ed:97:... -- 1
@) crer. nomarLdGLgy eoor... = 1]
CTED Normal Linkd... e0:97.. - 1
CTED MNormal Link up ed:97:... 1 1
101 v Fntties 4 Selecter 1 v
| | »
e | 0K % Cancel Help




8 Access the Share

EE Optional: Access a CIFS Share.

Operation Instruction

Windows Server 2008

Go to the Map
Network Drive dialog
box.

1. Right-click Computer.
2. Choose Map Network Drive.

Mount the CIFS Normal
share path.

Change parameter values based on the actual values of J3 and E2 in your data preparation table.

1. Set Folder to \1792.168.29.30\share01.
2. Click Finish.

Authenticate the CIFS
Normal share.

1. Enter the name and password of the authorized user.

If it is @ non-domain environment, enter the name and password of the local
authentication user.

If it is a AD domain environment, enter the name and password of the AD domain
user, and the domain user name must be entered in the format of domain
name\user name.

2. Click OK.

Check the CIFS Share

1. Double-click Computer.
2. In the Network Drive area, view the mapped network drives.

ER Optional: Access a Homedir Share.

Operation Instruction

Windows Server 2008

Go to the Map
Network Drive dialog
box.

1. Right-click Computer.
2. Choose Map Network Drive.

Mount the Homedir
share path.

Change parameter values based on the actual values of J3 and H2 in your data preparation table.
1. Set Folder to11792.168.29.30\username.

username is the user of the Homedir share.

If it is a non-domain environment, the username is the name of the local
authentication user.

If it is a AD domain environment, the username must be entered in the format of
~domain name~user name.

Authenticate the
Homedir share.

1. Enter the user name and password.

If it is @ non-domain environment, enter the name and password of the local
authentication user.

If it is a AD domain environment, enter the name and password of the AD domain
user, and the domain user name must be entered in the format of domain
name\user name.

2. Click OK.

Check the Homedir
Share.

1.Double-click Computer.
2. In the Network Drive area, view the mapped network drives.




9 How to Contact Active Storage

®Active Storage customer service center
Address: 9233 Eton Ave. Chatsworth, CA 91311 USA
Tel: +1 (818) 709-1133

Email: info@activestorage.com

Website: http://activestorage.com

®Active Storage technical support personnel
Obtain contact information from Active Storage offices at http://support.active-storage.com/hc/en-us.



